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Abstract

Realizing a cyber-physical economy requires dealing with the problems of the digital society that have
arisen with the development of information technology. This study systematizes the mathematical
basis for detecting anomalies for a dynamic graph, a network representation of relationships among
nodes of crypto asset transactions and changes as time passes, based on graph theory, topology, and
high-dimensional statistical analysis, to answer the three research questions: (1) Are there leading
indicators of transactions that precede prices? (2) Is there a correlation between the velocity of
circulation and prices? (3) Is there a herding phenomenon in the transaction network? Here, we define
“anomaly” as large price fluctuations that affect transactions. The multiple methods above are applied
to dynamic graphs during higher priced periods of crypto asset transactions to estimate individual
anomaly indicators. We verify the effectiveness of the various anomaly detection methods by
answering the three research questions for a major crypto asset. Finally, we propose a concept for an
anomaly detection Al that estimates a comprehensive anomaly indicator by inputting various features
from individual analysis methods.
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I. Introduction

A. Background and Objectives

Social, environmental, and economic issues that have a broad international impact and
require robust solutions, such as those symbolized by the Sustainable Development Goals
(SDGs), are called global problems. In considering solutions to global problems, it is essential
not to turn back from the globalized economy but to search for solutions to challenge the next
economic frontier. The next economic frontier includes cyber activities brought about by new
information technologies developed by the global economy in physical space. For example,
in smart grids and automated driving systems, physical systems have achieved significant
functional development by incorporating information systems, providing new economic value
to society. In this way, the cyber-physical economy is defined as economic activities created
during physical systems incorporating information systems.

In this context, we focus, in particular, on economic activities in cyberspace, which
are grounded by blockchain, a technology that enables crypto assets. In cyberspace, a
movement has begun to use blockchain to create autonomous decentralized organizations
(DAOs), different from conventional enterprises that centralize the distribution of goods
and services based on instructions from managers to their subordinates. In a DAQO, all
participants (members) are involved in decision-making using a governance token, a crypto
asset that enables management based on the cooperation and consensus of members instead
of conventional management based on top-down instructions. The spread of DAOs, which
will replace or complement conventional companies, is expected to enable the construction of
an economy based on a new set of human-centered values rather than values that excessively
pursue economic growth.

However, today, various criminal acts and other anomalous events (anomalies) are oc-
curring in crypto asset transactions, representing economic activities in cyberspace. They
are causing significant damage to the credibility of crypto assets. An anomaly is a general
term for a peculiar transaction with characteristics that deviate significantly from those con-
sidered normal. Anomalous events are often accompanied by increased trading volume and
significant price fluctuations and may be caused by criminal acts such as price manipulation
or money laundering. Therefore, analyzing transactions during periods of substantial price
fluctuations is essential. In this study, we define an anomaly as a feature of transactions
that involve large fluctuations in price. Note that the transaction data are a record of crypto
asset transfers on the blockchain, and the price is determined when the crypto asset is ex-
changed for legal tender on the exchange market. In other words, the market where the price
of crypto asset is determined and the blockchain that transfers crypto asset are essentially
different. Regulatory authorities such as the Financial Services Agency monitor transaction
anomalies and take appropriate countermeasures. Therefore, it is of great social significance
to automatically detect criminal acts in crypto asset transactions using mathematical meth-
ods. So far, we have been working on mathematical methods to detect anomalies in crypto
asset transactions using transaction data recorded on the blockchain, which is called the
on-chain data (Ikeda, 2022; Aoyama et al., 2022; Ikeda and Chakraborty, 2023; Chakraborty
et al., 2023, 2024).

In data science, anomaly detection generally refers to finding patterns in data that do not
conform to expected behavior (Chandola et al., 2009). Anomaly detection on networks began
with Noble’s work in 2003 (Noble and Cook, 2003). Early research was limited to extracting
subgraphs of specific patterns using information theory, etc. Around 2010, reflecting data
availability on dynamic graphs, research on anomaly detection focusing on temporal changes



began. Furthermore, around 2020, applying topology and machine learning to network sci-
ence became active. Developing a comprehensive indicator of anomalous events through the
systematic application of graph theory, topology, and high-dimensional statistical analysis
to dynamic graphs, which is the subject of this research, is in line with the development of
recent trends in network science.

Network analysis is essential for preventing financial crime and money laundering (AML).
It can improve efficiency by detecting anomalies in transaction networks and automating
fraud detection. Tools such as VISFAN use network indicators to identify suspicious trans-
actions (Didimo et al., 2011). Garcia et al. applied network analysis to a tax investigation
study by the Spanish Revenue Agency, using algorithms for rapid fraud detection and com-
munity detection techniques for representing economic situations (Garcfa and Mateos, 2021).
Colladon et al. highlighted social network indicators to identify money laundering through
the relationship graph of economic sectors, regions, transaction volumes, and ownership links
(Fronzetti Colladon and Remondi, 2017). The CoDetect framework integrates network and
feature data for fraud detection (Huang et al., 2018). Previous studies have been limited
to detecting subgraphs corresponding to specific transaction patterns corresponding to par-
ticular irregularities (Noble and Cook, 2003; Chandola et al., 2007; Ranshous et al., 2015;
Novikova and Kotenko, 2014; Huang et al., 2018; Thudumu et al., 2020; Hilal et al., 2022;
Pourhabibi et al., 2020).

Machine learning and deep learning, especially graph neural networks, have been studied
for fraud detection (Chen et al., 2018). Due to the lack of annotated training data, unsuper-
vised anomaly detection is often used, and innovative approaches such as zero-shot learning
are adopted (Chen et al., 2018). Reviews highlight effective anomaly detection strategies in
fraud detection (Bolton and Hand, 2002; Phua et al., 2010), and social network analysis is
used to uncover organized criminal activities (Subelj7 Stefan Furlan and Bajec, 2011). Re-
cent research has focused on unsupervised and semi-supervised machine learning algorithms.
These are based on unsupervised learning methods that classify suspicious transactions using
fixed rules and thresholds defined by financial regulations or focus on cluster analysis (Yang
et al., 2023).

In this study, we systematize the mathematical basis for detecting anomalous events in
the dynamic graphs (directed and weighted graphs) of on-chain crypto asset transactions to
answer the three research questions: (1) Are there leading indicators of transactions that
precede prices? (2) Is there a correlation between the velocity of circulation and prices?
(3) Is there a herding phenomenon in the transaction network? Based on graph theory,
topology, and high-dimensional statistical analysis, we estimate multiple anomaly features
from the dynamic graph analysis of crypto asset transactions and identify anomalous events
related to the transactions. We also estimate price-related anomaly features by studying
price time series in the exchange market of crypto assets. We aim to validate individual
techniques for anomaly detection by conducting case studies in which we estimate individual
indicators of anomalous events for the dynamic graphs of specific crypto asset transactions
during the high-price period using multiple mathematical methods. In this study, we do not
limit ourselves to specific transaction patterns but use multiple mathematical methods to
estimate features of dynamic graphs that are highly correlated with price changes and use Al
to synthesize these features to detect anomalous events. This research fundamentally differs
from conventional approaches because it does not assume knowledge of trading patterns.
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Figure 1. Crypto Asset Exchange and Crypto Asset Dealer

B. Price formation on exchange markets

The price of crypto assets such as Bitcoin is determined by market supply and demand. In
other words, the exchange rate at which a transaction is concluded between people who want
to sell and people who want to buy crypto assets is the price at the time, and it fluctuates
in real-time. On platforms called crypto asset exchanges, exchanges between crypto assets
and fiat currencies (legal tender) or other crypto assets are mediated, and in particular,
the exchange rate between crypto assets and legal tender is the price of the crypto asset
denominated in the legal tender in question.

In the exchange market, a seller and a buyer each place an order specifying their desired
price and quantity, as shown in Fig. 1. These orders are called the order book, in which
sell and buy orders are sorted in order of highest to lowest price, respectively (see Table 1).
The difference between the lowest price of a sell order and the highest price of a buy order is
called the spread, and the narrower the spread, the more liquid the exchange is. The price
formation on the exchange depends on the status of the order book, and when a sell order
and a buy order match, the transaction is executed. That price becomes the price on the
exchange (in addition to “limit” orders, “market” orders are also used as the actual order
method).

In this way, the price of a crypto asset is determined by transactions based on supply
and demand, reflecting changes in the external environment, such as the fundamentals of
the crypto asset itself and interest rates in traditional finance. However, it may also reflect
exchange-specific factors such as trading volume, liquidity, transaction fees, regulations,
reliability, and hacking risk on the exchange. The price of an exchange’s shares may vary
slightly from one exchange to the next. However, even if there is a temporary price divergence
between exchanges, the difference is usually only marginal due to arbitrage. In addition to
crypto asset exchanges, there are other ways to obtain crypto assets, such as purchasing
them from dealers who own them. However, they often charge a higher spread based on the
prevailing price on the exchange, which is effectively a commission. For this reason, exchange



Table 1. Order Book (As of 7/26/2024 14:20 BTC)

Selling Rate Buying

0.59744 | 10,401,034
0.00664 | 10,400,023
0.00359 | 10,400,000
0.00500 | 10,399,996
0.30541 | 10,399,993

10,399,992 0.00001
10,320,001 0.00113
10,320,000 0.00621
10,300,003 0.00701
10,300,002 0.05960

rates or their weighted averages on major crypto asset exchanges with many transactions
are usually used as price indices for crypto assets.

Crypto assets are based on blockchain technology, which allows transactions to be linked
chronologically by compiling transaction data into a single block of data and linking them
together on a chain. In order to record a transaction into the blockchain, an approval process
(connecting the correct blocks) such as Proof of Work (PoW) is required, which takes sev-
eral seconds to several minutes, depending on the type of crypto asset (Bitcoin takes about
10 minutes, Ethereum 15 to 17 seconds). However, transactions on crypto asset exchanges
are usually conducted without going through the blockchain (off-chain transactions) because
waiting for blockchain approval does not allow for real-time transactions conducted on ex-
changes and because of the fees involved. In other words, a dedicated system runs on a server
provided by the crypto asset trader to allow users to trade freely on the board, and trans-
actions are conducted within that system. The only transactions recorded in the blockchain
are when crypto assets are transferred from one exchange to another; for example, crypto
assets deposited at an exchange are transferred to a wallet on your own or to an account at
another crypto asset exchange.

The price of crypto assets is fundamentally determined by the market’s supply and
demand dynamics. These dynamics are influenced by the characteristics and environment of
the crypto assets themselves. For instance, the characteristics of representative crypto assets
like Bitcoin, Ethereum, and XRP play a significant role in price formation. Understanding
these characteristics and their influence on supply and demand is crucial for comprehending
the price dynamics of crypto assets.

[Bitcoin]
e The oldest and most popular crypto asset (the largest market capitalization).

e No initial coin offerings (ICOs) are issued, and all are issued through mining,.

e The number of coins issued through mining is halved every four years, and the upper
limit of the number of coins issued is set at 21 million. It is said that the aim is to
stabilize the value by creating a sense of scarcity.

e On the other hand, it takes time to approve transactions (about 10 minutes), and it
is said that it is necessary to wait for six blocks (i.e., 60 minutes) before a transaction



can be considered finalized.

According to one estimate, the number of transactions that can be processed is limited
to about seven per second, and scalability is also low (one block contains an average
of 1,900 transactions).

Compared to Ethereum, it is more challenging to make technical improvements and
has only been successfully upgraded twice in the past.

Both the U.S. Securities and Exchange Commission (SEC) and the U.S. Commodity
Futures Trading Commission (CFTC) recognize it as a “commodity” rather than a
“security”.

The demand for Bitcoin is increasing due to the approval of a Bitcoin spot ETF
(Exchange Traded Fund) in the U.S. in January 2024.

The cost of mining may affect the price formation, as the cost of mining is considered at
least “worth” more than the cost to those willing to mine without purchasing Bitcoin
because of the cost of computing resources and electricity.

[Ether]

Ethereum is not a crypto asset but a platform for running decentralized applications
(DApps). It uses a technology called smart contracts that enables automatically ex-
ecuted contracts, and various DApps have been developed in fields such as finance,
gaming, real estate, and insurance.

Ether is the native currency of Ethereum, and Ether is required to use DApps.

The price of Ether fluctuates depending on the activity of the Ethereum network, and
in general, when the demand for DApps increases, the price of Ether also increases.

On the other hand, Ethereum, like Bitcoin, has scalability issues, and network con-
gestion and high transaction fees may affect the price.

Ethereum is undergoing regular planned technical improvements (such as the transi-
tion from Pow to PoS) and is constantly undergoing significant upgrades to move to
a more efficient and secure system.

Ether is issued by mining (currently staking). However, since the significant upgrade
“London” in August 2021, a mechanism has been introduced to burn a portion of
Ether that corresponds to gas fees (transaction fees), suppressing the increase in the
total amount issued (equivalent to a share buyback in the case of stocks). Ether does
not initially have a predetermined total issuance (cap). However, the scale of basic fee
burning has expanded, and there have been cases where it has exceeded the issuance
amount (mining amount), also affecting its scarcity.

The U.S. Commodity Futures Trading Commission (CFTC) has ruled that it is a
“commodity”. At the same time, a senior official at the Securities and Exchange
Commission (SEC) said it was a “security” and that the decision was shaky.

In the U.S., an application for an Ether spot ETF (Exchange Traded Fund) from an
exchange was approved.

[XRP]



e Because it is traded on a network operated by a company called Ripple, it is considered
one of the centralized crypto assets.

e All 100 billion XRP coins were issued in 2005, and there are no plans to issue new
ones. As of March 2020, most of the coins are held by Ripple Inc. and its founders,
so not all are in circulation on the market.

e Ripple Inc, which owns a lot of the currency, may release Ripple into the market to
balance supply and demand, which could affect the price formation.

e Originally developed to make international remittances more efficient, Ripple Inc. has
partnered with banks and financial institutions to develop a remittance service using
XRP. If its use increases, the price of XRP is expected to rise.

e It is designed to disappear little by little each time it is used in the international
remittance system, and the number of coins gradually decreases, which is said to
create scarcity and stabilize value.

e XRP was sued by the U.S. Securities and Exchange Commission (SEC) for violating
securities laws, claiming that the issuance of XRP is a “security” (i.e., an investment
contract). However, the court ruled that XRP is not a “commodity” concerning its
secondary distribution. The ruling that XRP in circulation does not constitute security
has led to buyers’ widespread sense of relief.

C. Reality of Fraud and the government response

In Japan, the “Act on Prevention of Transfer of Criminal Proceeds” stipulates regula-
tions to prevent money laundering, terrorist financing, and proliferation financing. This
law mandates financial institutions and other entities to conduct transaction verification,
maintain transaction records, and report suspicious transactions, among other obligations
(HoureiRead, 2019). Money laundering refers to activities that make it difficult for inves-
tigative authorities to trace the origins of funds by making illicit proceeds from crimes or
improper transactions appear to be from legitimate sources. This can involve transferring
money into accounts under other names, selling assets using aliases, or moving funds through
multiple financial institutions. The total amount of money laundering worldwide is estimated
to be approximately 2-5% of the global GDP. Terrorist financing is the act of providing funds
or resources to terrorists to support terrorist activities or the operations of terrorist orga-
nizations. Proliferation financing refers to the provision of funds or financial services to
individuals or entities involved in the development, possession, or export of weapons of mass
destruction (nuclear, chemical, and biological weapons), who are subject to measures such as
asset freezes (Ministry-Of-Finance, 2024). The background for the establishment of this law
includes the revised FATF Recommendations (40 Recommendations) released by the Finan-
cial Action Task Force on Money Laundering (FATF) in February 2012 and the subsequent
public statement on Japan by the FATF in June 2014, which called for a swift response to
deficiencies in anti-money laundering measures.

The 2016 amendment to the Act on Prevention of Transfer of Criminal Proceeds (APTCP)
included crypto asset exchange providers as entities subject to compliance with the law. As
a result, crypto asset exchanges are now required, like financial institutions, to conduct
“Know Your Customer” processes, maintain records, and report suspicious transactions to
authorities, such as the Financial Services Agency, to prevent money laundering and financial
crimes. Moreover, a recent topic of interest is the amendment to the same law in December



2022, which came into effect in June 2023, mandating the implementation of the Travel Rule
for crypto asset exchanges. The Travel Rule stipulates that “crypto asset exchange providers
facilitating transfers of crypto assets on behalf of users must notify the recipient’ s crypto
asset exchange provider of specific information regarding both the sender and the recipi-
ent”. The FATF has recommended this rule as part of its international standards (FATF
Standards) for combating money laundering and terrorist financing, which it urges national
regulators to adopt. Under the Travel Rule, crypto asset exchange providers must obtain
information on the origin and destination of a crypto asset transfer and notify the recipient
exchange provider. This is expected to enhance transparency regarding the parties involved
in crypto asset transfers, thereby mitigating the risk of illicit use. However, it is important
to note that, in crypto asset trading, there are methods other than using crypto asset ex-
changes, such as peer-to-peer (P2P) transactions between users, which include Decentralized
Exchanges (DEXs) and unhosted wallets. These forms of P2P trading fall outside the scope
of such regulatory efforts.

Under these laws, Japanese financial institutions and other entities must detect id, entify,
and report suspicious transactions that are believed to be related to the transfer of proceeds
from crimes, such as money laundering, terrorist financing, and proliferation financing. The
Financial Services Agency has compiled reference examples of suspicious transactions, cate-
gorizing them as illustrative cases (Financial-Services-Agency, 2024). Among these examples,
reference cases for Crypto Asset Service Providers are also provided. The three main types
of transactions that are subject to reporting are (1) Large transactions involving crypto
assets, (2) Transactions conducted frequently within a short period, and (3) Transactions
where the account holder’s name is fictitious or customer information is anonymized using
anonymization techniques. On the dark web, Bitcoin addresses are often displayed. Bit-
coin is the most valuable among crypto assets, and its price is highly volatile, which can
result in large transaction amounts. One of the anonymization techniques for crypto assets
is mixing (Une, 2018). This technique involves adding many unrelated addresses to the
inputs and outputs in the transaction data of crypto assets, mixing them with the origi-
nal addresses, thereby making it more difficult for third parties to trace the transactions
or link addresses. Research has also shown that mixing-related transactions are conducted
regularly and frequently (Hirosawa and Uehara, 2018). Advanced anonymization techniques
using cryptographic technologies such as ring signatures and zero-knowledge proofs are also
known (Une, 2018). The off-chain technology known as the Lightning Network allows for
transactions between any parties, even those who have not directly opened a payment chan-
nel (a mechanism enabling off-chain transactions between two parties), making anonymous
transfers possible through this method (Financial-Services-Agency, 2019).

With the future development of Web3 and blockchain technology, as well as the gen-
eral public’s increased literacy regarding crypto assets, it is anticipated that there will be
an increase in opportunities and cases for detecting, identifying, and reporting suspicious
transactions that are believed to be related to the transfer of proceeds from crimes such as
money laundering, terrorist financing, and proliferation financing. Since some crypto asset
transactions are automated, like mixing, it is expected that humans will become increasingly
challenging to handle every case individually. Therefore, it is necessary to consider meth-
ods that utilize automation technologies, such as Al based on machine learning, wherever
possible. Developing and implementing technology that can automatically report suspicious
transactions to humans is essential.



II. Theory of evaluation of transaction and price features

We explain the theory of various anomaly detection methods. To answer research question
1, we use transaction features, Indicators 1 to 10, and price features, Indicator 11. To answer
research question 2, we use transaction features, Indicators 3, 4, 5, and 7, and price features,
Indicator 11. Fisher’s equation of exchange suggests research question 2. The velocity of
money indicates how often money is used in transactions over a certain period; in other
words, how much money circulates in the economy. In this analysis, the velocity of money
is represented by the number of loops. To answer research question 3, we use transaction
features, Indicators 6, 8, 9, and 10. In this analysis, the herding phenomenon means most
nodes that make up the network change similarly when prices change significantly.

A. Transaction Features

a. [Indicator 1: Graph Theory] Clustering coefficient A clustering coefficient
measures the ratio to which a specific node’s neighboring nodes in a graph are linked. A
graph (network) G = (V, E)) consists of a set of vertices (nodes) V' and a set of edges (links)
E. Alink e;; connects vertex ¢ with vertex j. The neighbor nodes V; for a node 7 are defined
as its immediately connected nodes:

Ni:{vi:eijeE\/ejiEE} (1)

The clustering coefficient C; of a node ¢ is a proportion of the number of links between the
nodes within its neighborhood divided by the number of links that could exist between them.
The clustering coefficient C; is defined for the directed binary graphs:

_ leji v, v € Ny, eji € E| 2)
ki(k; — 1) ’

on

where k; is the degree of node i. For the un-directed binary graphs, C; must be multiplied
by factor 2.

b. [Indicator 2: Graph Theory] Degree Entropy Entropy is a measure of
network complexity, where low entropy means low complexity. Degree entropy S of network
is defined as follows using the degree distribution f(k) of network:

kmax
S=—Y" p(k)logp(k) (3)
k=1
£ (k)

k)= ——" 4
P = et ) W

where degree k is the sum of in-degree k;,, and out-degree k.

c. [Indicator 3: Graph Theory] Triangular motif analysis A motif is a small
pattern contained in a network. For three nodes connected by directed links, there are 16
motifs, including three motifs (motifs 1, 2, and 4) that are only partially connected.

First, we count the number of motifs N7¢(k = 1,---,16) of the actual network. We
assume the null-hypothesis network (directed) to be a randomized graph without changing



the in-degree and out-degree of each node. Next, we generate 1000 null-hypothesis networks
(directed) and find the number of motifs NJ%"¢. Then, we calculate the Z-score Zj, of each
motif k:

Zi = (N[ = BINp™™)) /sd[Nj"), (5)

where E[-] and sd[-] are expectation value and standard deviation, respectively. If Zj is larger
than n (or smaller than —n), the increase (or decrease) in motif k is statistically significant
because the number of motifs exceeds n times the standard deviation.

(a) motif1 (b) motif2 (c) motif3 (d) motif4
] @ (0] ®
@
Q e o
(] (2] @ ®
(e) motif5 (f) motifé (g) motif7 (h) motif8
@ (] (] ®
o @
(0]
0] @ ® ©
(i) motif9 (j) motif10 (k) motif11 (I) motif12
@ Q 0] ©
@
©
o ]
L] @ o o
(m) motif13 (n) motif14 (o) motif15 (p) motif16
[0} o} ® o] o] o [v)
@,
] ] ® o

Figure 2. Sixteen Triangular Motifs

d. [Indicator 4: Graph Theory] Transaction loop analysis considering the
time of edge occurrence Focusing on circular transactions in a financial network is an
interesting analysis area, particularly for identifying potential fraudulent activity or money
laundering. Circular transactions, in which funds move through a series of accounts only
to return to the original source, can often indicate an attempt to disguise the origin or
destination of funds, evade taxes, or conduct illicit activities. Circular transactions can also

10
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Figure 3. Definition of a loop associated with a directed link from node i to node j

help fuel high price by creating a false sense of value and stability. Of course, the high-
price periods are typically the result of multiple factors, including speculative behavior, low
interest rates, and overconfidence in asset markets. Circular transactions are one mechanism
among many that can amplify these dynamics. Therefore, the study should emphasize the
circular pattern of transactions and the circular flow of money within the networks under
consideration.

To this end, we develop a methodology to identify transaction loops in a network and
determine to what extent these loops are causal. We first define a loop associated with
a directed link from node i to node j by connecting the two nodes via the shortest path
in the backward direction, from node j to node i; the loop is irreducible in this sense.
Figure 3 illustrates the loop for the directed link as defined above. It comprises s links with
timestamps, t1,ts,...,ts, and is referred to as a loop of size s. The size distribution of the
loops provides important information on the topological properties of transaction networks.

The causality of each extracted loop is then evaluated by examining timestamps asso-
ciated with the constituent links and ensuring that they are aligned in chronological order.
We can carry out such an analysis as the available dataset contains information a