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The motivation for industry policies is multifaceted
But economic security has become a major driver

• Economic security - to improve resilience to 
trade disruptions

• Social stability - to slow structural change, or to 
bring back jobs to trade affected areas

• Infant industry - to enable ‘home grown’ 
technologies to become competitive

• Market failure - to provide incentives for 
cooperation on platform investments, such as 
R&D

• Externalities - when first best policies are not 
politically feasible, eg. Energy transition
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The problem: global value chains are most exposed to 
China as a source of ‘bottleneck’ inputs

Global Value Chain Report 2023, 
https://www.wto.org/english/res_e/booksp_e/gvc_dev_rep23_e.pdf3



There are others sources:

• Pandemic disruptions to production

• Pandemic impacts on transport - port operations, 
crewing ships and demand for shipping

• Ukraine war and blockades of grain exports by 
Russia

• Houiti attacks on commercial shipping in the Red 
Sea

• Climate change and water levels - Panama 
Canal restrictions due to drought

• Accidents - Ever Given in the Suez Canal

https://www.statista.com/chart/31489/shippings-chokepoints/

Economic weaponisation of supply chain vulnerabilities 
is just one source of economic disruption
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Resilience

Deterrence

Objective  Impacts  Actions  

Policy

Feedback loops 
via:
• Productivity
• Social stability
• Power/influenc

e

Unintended 
consequences  

Motivation  

Security risks

Well-being:
• Prosperity
• Social stability
• National 

security
• Environment

A framework for assessing the effectiveness and 
impact of economic security policies



Will derisking supply chains make 
countries more secure?



Self-sufficiency:
In production of all essential 
products that are vulnerable to 
weaponisation

Objective:
Resilience  Actions  

Policies:
• Expand 

stockpiles/inve
ntories

• Industry 
policies - 
subsidies & 
protection

• Market access 
support

• Reciprocity 
agreements

• Control powers

Motivation  

Main security 
risks:
• Cyber 

incursion
• Exposure to 

economic 
sanctions

• Transport 
disruptions

• Finance 
disruptions

Diversification:
Expanding the markets for 
domestic products and the 
sources of inputs and essential 
products

Insurance:
Negotiating agreements and 
contingent contracts for supply if 
subject to attack

Policies must improve economic resilience



What is at risk from supply chain disruption?
What products are vulnerable, essential and critical?

• Step 1 - assess the risk of disruption 
(vulnerable)

• Step 2 - assess the cost of  a disruption 
(essential to wellbeing)

• Step 3 - identify if the input is necessary 
for production (critical)

• Step 4 - look for policy options that lower 
the risk of disruption

• Step 5 - look for policy options that 
mitigate the impact of a disruption

https://www.pc.gov.au/inquiries/completed/supply-chains/report/supply-chains.pdf8



Australia has only a few areas of import dependence with 
a concentrated source of supply in essential industries

Main international supply chain exposures 
are:
•Agricultural and veterinary chemicals
•Diesel fuel - direct
•Machine parts
•PPE
•Risks to logistics - all forms of transport 
and trade.

https://www.pc.gov.au/inquiries/completed/supply-chains/report/supply-chains.pdf. p.73
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Time

9a. Cost of an incursion before and after substitution
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9b Benefits of improved resilience
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9c. Cost and benefits of investment in resilience 9d. Additional costs if policies otherwise lower wellbeing
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Return on policies to increase substitutes



Research agenda
Supply chain security

• What really is at risk - vulnerable, essential and critical?

• What trade rules will improve the availability of substitutes from external 
sources?

• How much does the industry policy improve the availability of substitutes?

• What is the cost of that policy to the country - public investment and to 
productivity?

• What is the effect on other countries?
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